If your CEO/supervisor can’t be reached and you have questions over the following
PKI(Public Key Infrastructure) instructions contact SOS IT help desk at 785-296-7810.

Digital Certificate Enrollment/Installation Instructions for ET Digital
ID’s:

(Note: The Aladdin eToken software needs to be installed on the PC prior to beginning
the enrollment process.)

Make sure that your token is inserted in your computer’s USB port and that you are
using the same computer and browser type (i.e. internet explorer, netscape, etc)
when enrolling and picking up your certificate.

1. CEOQ’s, supervisors, and other administrative staff should not be enrolling or
picking up certificates for other PKI users. To abide by the State of Kansas
policy each user needs to individually enroll and pick up their individual
certificate.

2. Navigate to the Digital ID Center using your Internet browser:

https://onsite.verisign.com/services/InformationNetworkofKansasET/digitalidCenter.htm

accessKansas Digi'ﬂl ID center
e |

Information Network of Kansas ET Digital
ID Center

ENROLL

Choose this option to enroll for a client Digital 1D.

@ PICK UP ID

Choose this option if you enrolled for a Digital [D but did not pick it up.

@ SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whethe
a Digital 1D is valid, expired, or revoked. You may also download IDs fram this option.
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3. Click Enroll



https://onsite.verisign.com/services/InformationNetworkofKansasET/digitalidCenter.htm

*IMPORTANT**

Your enrollment will be rejected if you do not enter EXACTLY the information provided by
the SOS office to your CEO/supervisor. Check with your CEO/supervisor for the correct
information to enter in these fields. If your CEO/supervisor can’t be reached and you need the

enrollment information, contact SOS IT help desk at 785-296-7810.

Complete Enrollment Form

Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk {*) are included with your Digital 1D and

are viewable in the certificate's details.

First Name: * [required]
Mickname ar middle initial allowed |Juhn
(Example: Jack B.)

Last MName: * [(required]
{example -- Clog) IDDE

Use the second name if your
last name contains a
hyphen. If John-Doe was
your last name then enter
Doe in this field.

Your E-mail Address: *  [r=quired]

texample - jhdoe@verisign. com) liohn@address.com

Company/agency/fOrg: * (required)
(Exarmple: VeriSign)

Ex.

Sheridan County, Elk
County, KSSOS, ES&S,
InfiniTec, Cosentry

|Juhn Doe Cu:umpany_
Title: #  (reguired)

(Example: Programmer) jdoel23@kscvrs.ks.local

Challenge Phrase N
The Challenge Phrase is a unigue phrase that protects you against unauthorized 3¢

Digital '0. Do not share it with anyone. Do not fose . Y ou will need it when you war)
renew your Digital 10,

Enter Challenge Phrase: (required)
Do not use any punctuation. I

Yearly renewals from now on will require you to remember
and enter this same phrase or a password can be used.

DO NOT ENTER YOUR
WORK TITLE.

Enter the information
provided by your
CEO/supervisor. It will
consist of the first initial of
your first name, full last
name, three digit county
code (only if you are a
county employee), and
@kscvrs.ks.local.

Optional: Enter Comments

In some cases, your administrator will instruct you to enter Shared Secret information (known only
to you and the administrator) in this field. The administrator uses this shared secret to verify that it
really is yow submitting the application. This camment will not be included in your Digital 1D

' \

-
[

This field can be left blank.

If all the information abowve s correct,
click Submit to continue,

4. Click Submit once the entire enrollment form is entered.




Microsoft Internet Explorer x|

Zonfirm wour e-mail address:

johnigaddress . org

IF wour e-mail address is correct, dlick Ok, IF not, click CAMCEL and
cortect it in the enrollment: Form,

If the e-mail address is nok correct, yau will nok be able ko use wour Digikal 1D,

(0] 4 I Cancel

5. Verify your e-mail address was entered correctly. If your e-mail address is
correct, click OK. If it is incorrect, click Cancel and correct this entry.

Potential Scripting ¥iolation x|

This Web site is requesting a new certificate on wour behalf, You should allow only trusted Web sites bo request a
cerkificate For you.
Do wou wank ko request a certificate now?

Yes | Mo I

6. You will receive a warning message titled “Potential Scripting Violation”.
You must select Yes in order to request your certificate.

x|
eToken

Input eToken pazzword

el oken: IET oken [&k5 ifdh 0] j

Pazaword; I"“"’“"“"1

bore > | ] 4 I Cancel

7. The eToken software will prompt you for the password for your eToken.
Please enter the default password provided to you.




Generating keys, please wai..

8. You will see a message indicating that the keys are being generated. Please
wait until process is complete.

ET

Digital ID Center

Look in Your E-mail

o to the inbox of the e-mail address you entered in the enrallment form. There you will
find an e-mail message from your administrator with instructions for installing your
Digital ID.

9. After the process has completed you will receive a message to look in your
e-mail. Go to your e-mail account for further instructions.

helpcenter@ink.org To [jehndoe@address.com
082672005 02:02 Pk oo
bee
Subject [Digital ID reguest confirmation

Dear lohn Doe ;

Thank wou for requesting a Digital ID. ¥Tour administrator
is processing your request, and will notify you when your
Digital Il is ready. This process generally takes 1-2 business davys.

10.  Once enrollment has finished it may take 1-2 business days to receive another
e-mail to proceed and pickup your PKI certificate.



11. Once your Digital ID is approved by the Digital ID Administrator you may
proceed and pickup your Digital 1D.

If you receive an e-mail saying your Digital ID was rejected, verify with your
CEO/supervisor that you entered the correct information that was sent to your
Office and start over with step 1 of the instructions.

A sample approval e-mail is provided below:

From: helpcenter@ink.org To:
Subject: Your Digital ID is ready

Dear JOHN DOE,

Tour Admimistrator has approved yvour Digital TD request.
To azsure that someone else cannot obtain a Digital TD that
cotitaing your personal mformation, wou must retrieve your
Digital ID from a secure web site using a unique

Personal Identification Mumber (FIN. Tou can retrieve your
Dhimtal ID by following these simple steps:

Step 1 Wistt the Digital ID retnieval web page. If vour

A drnistrator has set up a custormized location for retriewving
ywour Digital ID, vou should wsit the TEL specified by vour
A dministrator. Otherwnise, you can retrieve your 1D at

http e/ onsite ventsion comdzerncesInformationtl etworl of  anzsasE T dimtali dCenter httn

Step 20 Inthe form, enter vour Personal Identfication
HMumber (PII:

Vour PTH ig: 0000000000000

=tep 3 Follow the mstructions on the page to complete the
mnstallation of ywour Digital 1D,

FFyou have any questions or problems, please contact your
& dministrator by replying to this e-mail message.

12.  Copy the PIN Number down and then click the link in the e-mail to retrieve
your Digital ID.



accessKansas Digifﬂl ID cel'll'er
| Home | Help |

Information Network of Kansas ET Digital
ID Center

0 ENROLL

Choose this aption to enrall for a client Digital 1D

PICK UP ID

Choose this option if you enrolled for a Digital 1D but did not pick it up.

13.  Your browser should open to the Digital ID Center. Click Pick Up ID.

accessKansas Digitul ID' SerVices

Pick Up Digital ID

Important: To complete this step, you must use the same computer you used
to submit the enrollment form.

fou need the Personal dentification Mumber (PIN) to complete this step. You received it in an e-
mail message that was sent immediately after you submitted the enrallment farm.

This was sent by the administrator to the e-mail address entered in the enrollment farm.

Copy (Ctrl + c) the PIN number fram the e-mail, paste (Ctrl ++] it into the box below, and click
SUBMIT.

After you submit the PIMN, it will take up to three minutes ta generate the Digital 1D, Do not interrupt
the browser until there is a response.

Enter the Personal Identification
NMumber (PIN):

14.
mail. Click Submit.

Paste or type in the PIN number that was provided to you in the approval e-



Potential Scripting ¥iolation |

This Web site is adding one or mare certificates to this computer, Allowing an unkrusted Web site to update vour
certificates is a security risk, The \Web site could install certificates vou do not trust, which could allowe programs that
wal do nok trust ba run on this computer and gain access to your data.

Do wou wank this program ko add the certificates now? Click Yes if wou trusk this Web site, Otherwise, click Mo,

Yes | Mo I

15.  You will receive a warning message titled “Potential Scripting Violation”.
You must select Yes to add the certificate to your USB token device.

x|
eToken

Input eToken pazzword

el oken: IET oken [&k5 ifdh 0] j

Pazaword; I"“"’“"“"1

bore > | ] 4 I Cancel

16. The eToken software will prompt you for the password for your eToken.
Please enter the default password provided to you.



accxassKansas_ Digil'ul ID SerVices

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital ID Information.

Organization =
Common Mame =
Email Address =

Serial Number =
Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutonials and other useful information.
2. Go to the Digital TD Center to find out more about Digital TDs and Digital ITD services.

17. You will then receive a message indicating that your Digital 1D was installed.

<A Kansas Counties Election Officers Welcome Page - Microsoft Internet Explorer

File  Edit “iew Favorites  Tools  Help f','
- Y M T
= - ) S i y. B gl - i3
e Back @ Iﬂ @ f l\l 7 Search . Favorites @3 (= IJ_)] _J .,_;i
address | http:ffwana, kssos. org/counties V| Go Links > ‘@ 7

Office of the
Kansas Secretary of State

Ron Thornburgh

If vou are looking for the Kansas Secretary of State mam web page chick here.

Elections-
HNVEA Filing Election Forms
CVE. Electronic Instructions Downloads

18. Go to the county web and click Downloads. The page can be found at
http://www.kssos.org/counties



http://www.kssos.org/counties

19.

2 ELVIS County Install Instructions and Information Page - Microsoft Internet Explorer

File Edt \View Favorites Tools  Help

@Back - @ = |£] @ ;j /'.__)Search ‘\_?':\?Favorites ﬁ} :J' -_,',._ .ﬁl ¥ _| ﬁ "i‘}

Address | ] bttt kssos.argfounties

Kansas Secretary of State

Bt/ ELVIS County Install Instructions and Information Page

The following files should be used to install the software needed to connect to the ELVIS system.

= Step 1 - Read the overview of the entire install process.

Software Install Overview 9-8-05. doc

To wiew the install instructions and executable file Step 2 - Enter the password provided in an email from the 503 office to
you must enter the password. wiew and prnt the mstall mstructions.
[ | [ Submit Pasgward

Step 3 - Click on the eToken mstall file, carefully following the metructions
from the previous step. Improper mstallation of this software may mvalidate
your tolen.

Step 4 - STOP. Do not proceed until you have recetved an email from the
208 office, your CEQ has recewved your county PEI user fax confirmation,
and your token is plugged into your computer.

The email will contain mstructions for the PET enrollment process.

Step 5 - To install the State of Kansas Intermediate and Eoot Certificate
refer to the pdf mstructions.

IntCa. cer RootCa. cer
The following files provi ormation about the ELVIS system.

= County wotkstation and imaging equipment specifications.

Deliverable 4 - Cou wetern Specifications - 7-25-05.doc

m}: Statevade rollout schedule.

Statewide R b Aegignments 2006031 6. pdf

= County techrical staff meeting mformation.

ELWIS Cou echnical Staff Mesting doc

Double Click the IntCA.cer



File Download - Security Warning

Do you want to open or save this file?

Mame; IntCh.cer

Type: Security Certificate, 793 bytes
From: 172.25.58.3

[ Open \J [ Save ] [ Cancel

While files from the Internet can be wuzeful, this file type can
g potentially harm your computer. IF you do nok trust the source, do nok

open or zave thiz zoftware. What's the nigk?

20. Click Open

Certificate

General | Details | Certification Path

i
Certificate Information

This certificate is intended for the following purpose(s):
+ Al application policies

Issued to:  State of Kansas CA

Issued by: State of Kansas Root C4

Valid from 2/12{2003 to 2/12/2008

21. Click Install Certificate...



Certificate Import W

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trusk
lists, and certificate revocation lists from wour disk to a
certificate store.

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used o prokect data or bo establish secure network
connections, A certificate store is the syskem area where
certificates are kept,

To continue, click Mext.,

Mext = |l Cancel

22. Click Next

Certificate Import Wizard @

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windows can automatically select a certificate store, or wou can specify a location Far

() Place all certificates in the Following store

< Back “ Mext = H Cancel

23. Click Next



Certificate Import Wizard @

Completing the Certificate Import
Wizard

You have successfully completed the Certificate Import
wizard,
You have specified the Following settings:

Certificate Store Selected Automatically deterrmined .by t
Content Certificate

« Back " Finish ][ Cancel

24. Click Finish

Certificate Import Wizard @

;lj) The impart was successFul,

25. Click OK.

26. Repeat steps 19-24 to install the RootCA.cer



Set Program Access and Defaulks
Windows Update
Mew CFfice Document

Cpen Office Docurment

E Programs @
=
@ Documents 4 ﬁ
F

% Settings *
=
@ Search 3
:
1D e W
Run...

Accessories »
Startup 4
Internet Explarer
Cutlook Express
Microsoft Office Tools  * eToken Application Yiewer
Microsaft Excel eToken Certificate Converter
Microsoft Cutlook

Microsoft Word

eToken Format

PeTO

eToken Password Quality

eToken = c£Token Properties

Shut Down, ..
histart || (] @ <3|

27. To verify your Digital ID was installed on your USB token device properly, select
Start 2 Programs = eToken = eToken Properties

eToken

= eToken Properties I ]

eTokenh [PRO]

Local Machine

| Change paszword... I

‘ M Advanced Q_J Refresh 2]% Help

etails | Settings I Certificates & keys I

Rename eToker... |

M ame eToken

Tepe FRO [Card O5/M4)
eToken [ARSIF... P wersion 4.1.5.4 [0=850c]

| ger Present

Adminigtrator Mot present

Taken D 42495e0c

Smartcard 1D 135235240515

Total Memory Capacity 16384 bytes

Largest free black 995 bytes

Calar Blue

FIFS mode aFf

Reader nams ARS ifdh 0

28. Select the Advanced button toward the top of the eToken Properties window.



x
cToken

Input eT oken paszword

eToken:  |eToken [AKS ifdh O] [~

Pazzword: I’“‘”’“"“‘ﬂ

| (] I Cancel |

29. Enter the password provided to you for your eToken device.

= eloken Properties

¢Token -
|M Advanced |f£ Refresh % Help

E‘;u‘ | Detail | Settings-j Certificates & keys !-Administrato-ri
Local Machine — N
*
: e Exchange key <SmartCardiC05000 TiopEeE CA Chine,
& @State of Kansas C&
I @State of Kansas Roaok CA Sef as Default
| WeriSign Kew+ ...
4= teckior
Wersion W3 ~
Serial number =i
Signature algorit... RSA_SHAIRSA
Issuer U5, State of Kansas, State of Kansas CA =
Yalid From Friday, August 26, 2005 12:00:00 AM
Walid ko Saturday, August 26, 2006 11:59:53 PM
Subject b

Import Certificate. .. [ Mare. .. ][ Refresh ]

30. Select the Certificates & keys tab across the top and your certificate should be
listed here.

31. Click Import CA Chain and it should add the State of Kansas CA and the State of
Kansas Root CA.

32. You will now need to change your password from the default password provided
to you. Click on the Details tab across the top.



‘=t eToken Properties =100 x]

eToken
| M Advanced fj Refresh ;’E Help
E

R Details | Settings I Certificates & keys I
Local Machine
| Change pazsword... | Rename eToken... |

.;.’ Mame eToken

Type FRO [Card D5 /4]
eToken [AKSIF... P wersion 4.1.5.4 [1x850c]

Uszer Fresent
Adriniztrator Mat present
Token 1D 42499e0c
Smartzard 1D 135235240515
Total Memony Capacity 16384 butes
Largest free block, 995 bytes
Color Blue
FIPS mode [}
Fieader name AFS ifdh 0

33. Click Change password...

x
cToken

Current Pazzword: ||

— Pazsword quality

00.0%
Mew Pazsward: I

Canfirm Paszward: I

A good pazsword i= at least 8 characters long and a combination of warnious
lower caze and upper caze characters, numbers, and punctuation marks.

Show Tipg > | ] I Cancel |

34. Enter the current 16 digit password and then select a new password to protect
your USB token. This password is not retrievable, so please make sure you
remember what it is. Click OK. Then click the X in the top right corner of the
window to close the eToken Properties window. You are now ready to begin
using your USB Token device.



